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By Thomas J. Smedinghoff

r I three legal trends are rapidly shaping the information
security landscape for most companies. They arc:

1. An increasing recognition that providing information
security is a corporate legal obligation;

2. The emergence of a legal standard against which com-
pliance with that obligation will be measured; and

3. A new emphasis on a duty to disclose breaches of in-
formation security.

Although the law is still in developing, and is often ap-
plied only in selective areas, these three trends are posing
significant new challenges for most businesses.

Duty to Provide Information Security

For many companies, information security is no
longer just good business practice. It is becoming a legal
obligation.

Key to this developing trend is the fact that, in
today’s business environment, virtually all of a compa-
ny’s daily transactions, and all of its key records, are cre-
ated, used, communicated, and stored in electronic form
using networked computer technology. Electronic
communications have become the preferred way of
doing business, and clectronic records have become the
primary way of creating and storing information. As a
consequence, most business entities are now “fully de-
pendent upon information technology and the infor-
mation infrastructure.”’!

This has provided companies with tremendous eco-
nomic benefits, including significantly reduced costs
and increased productivity. But the resulting depend-
ence on information technology also creates significant
potential vulnerabilities that are increasingly being ex-
ploited by a strcam of new threats, such as viruses,
worms, hackers, phishing attacks, and rogue employees.

Lawmakers are beginning to take notice of this prob-
lem. Concerns include ensuring the viability of business
operations, protecting individual privacy and avoiding
identity theft, safeguarding sensitive business data, en-
suring accountability for corporate financial informa-
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tion, and preserving the authenticity and integrity of
transaction data. Issues like these are driving the enact-
ment of laws and regulations, both in the United States
and globally, that are imposing new obligations on busi-
nesses to implement information security measures to
protect their own data.

Corporate Legal Obligations

In the United States, corporate legal obligations to
implement security measures are set forth in an ex-
panding patchwork of federal and state laws, regula-
tions, and government cnforcement actions, as well as
common law fiduciary duties and other implied obliga-
tions to provide “reasonable care”’? Some laws seck to
protect the company and its sharcholders, investors, and
business partners. Others focus on the interests of indi-
vidual employees, customers, and prospects. In other
cases, governmental regulatory interests or evidentiary
requirements are at stake.

These laws regulate information sccurity from a va-
riety of perspectives. In some cases they are focused on
the industry in which a company operates, particularly
in the case of critical infrastructure mdustries. Thus, for
example, the operation of IT systems and the security
of data are heavily regulated in the financial and health
care industries. In fact, in the financial industry alone
there are more than 200 laws, regulations, and govern-
ment bulletins, alerts, and other guidance documents
addressing the information security obligations of fi-
nancial institutions.>

In different situations regulatory requirements focus
on the type of corporate records involved, targeting cat-
egories of records such as those containing personal
data, financial records, tax records, and the like. Privacy
laws and regulations, for example, require companies to
implement information sccurity measures to protect
certain personal data that they maintain about employ-
ees, customers, or prospects in a variety of cases.?
Corporate governance legislation, such as the Sarbanes-
Oxley Act, requires public companies to ensure that
they have implemented appropriate information secu-
rity controls with respect to their financial informa-
tion.s

Tax-related records are governed by Internal
Revenue Service (IRS) regulations, which require
companies to implement appropriate information secu-
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rity measures to protect those records.¢ Likewise, other
regulatory agencies, such as the Sccurities and
Exchange Commission (SEC), Federal Reserve, Federal
Deposit Insurance Corporation (FDIC), Office of the
Comptroller of the Currency (OCC), Food and Drug
Administration (FDA), and Health and Human Services
(HHS), have adopted a varicty of regulations designed
to address information security issues of iimportance to
the types of records they regulate.

Electronic Signatures

[nformation security regulation also focuses on the
nature of the clectronic activity a company undertakes.
Thus, for example, under some laws, clectronic signa-
tures are enforceable in certain cases only if appropriate
security is used. The proposed Convention on the Use
of Electronic Communications in  International
Contracts that is being finalized by the United Nations,
for example, would condition the enforceability of
clectronic signatures on an assessment of their level of
reliability or trustworthiness.” Other laws in the United
States, such as the Uniform Electronic Transactions Act
(enacted in 46 states) and the Uniform Commercial
Code Article 4A (enacted in all states), recognize the
role of information security as a basis for allocating risk
of loss and liability.

[n addition, government enforcement agencies such
as the Federal Trade Commission (FTC) have actively
pursued companies for “deceptive” trade practices
whenever the information security representations that
they voluntarily make to the public don’t match their
actual sceurity practices. This may occur, for example,
on Web sites, in privacy policies, or in documents where
companics seck to assure potential customers that the
company’s products, the customer information that
they collect, or the electronic transaction processes that
they use are safe, adequately protected, and free from
unauthorized alteration or disclosure. Companies such
as Eli Lilly, Microsoft, Guess?, Towcr Records, and
Barnes & Noble have all been the target of enforcement
actions based on FTC allegations that they were not
living up to their representations regarding information
sccurity. Even more significant, however, the FTC has
recently hinted that it is prepared to expand its en-
forcement actions to pursue companies that do not pro-
vide adequate information security, even in the absence
of any voluntarily representations, on the ground that
such failure constitutes an unfair trade practice.

Information on a company’s computer system is not
the only target. As companies move to outsource an
ever-increasing array of business processes, government
regulators are focusing their efforts on requirements that
cnsure the sccurity of the corporate information that

will be under the control of the outsource provider. In
many cases, laws and regulations imposing information
security obligations expressly cover the use of third-
party outsource providers. This is particularly true in the
financial sector and under the various EU data protec-
tion laws. Thus, laws are recognizing that it is absolutely
cssential that any outsourcing agreement impose infor-
mation security obligations on the outsource provider in
a manner designed to ensurc that the data will be pro-
tected in a manner that satisfies the legal obligations.
Finally, it is important to recognize that information
security is no longer just a technical issue for the IT de-
partment. New laws and regulations are making clear
that it is a legal and corporate governance issue for
upper management. In many cases, these laws, as well as
government enforcement actions, put the responsibility
directly on the CEO and the board of directors.

The Developing Legal Standard for
Information Security

A legal obligation to address information security
raiscs key questions for companies that must comply.
Just what exactly is a business obligated to do? What is
the scope of its legal obligations to implement informa-
tion sccurity measures?

The FTC has acknowledged that the mere fact that
a breach of security occurs does not necessarily mean
that there has been a violation of a company’s legal ob-
ligations. But it has also noted that an organization can
fail to meet its security obligations, even in the abscnce
of a breach of that security.$ Thus, the key issue (from a
legal perspective) is defining the scope and extent of a
company’s “legal” obligation to implement information
security measures.

Until recently, most laws addressing information se-
curity focused simply on establishing a requirement to
provide security procedures, controls, safeguards, or
measures, often without any further direction. If they
specified a standard, it was only a general one, such as
requiring “reasonable” security or “appropriate” securi-
ty. Other expressions of the standard that appear in
some regulations include “suitable,” “necessary,” and
“adequate”

Yet recently enacted US statutes and regulations, as
well as a series of government enforcement actions,
suggest that we are witnessing the development of a
legal standard for information security that is likely to
be applied to most organizations whenever an obliga-
tion to provide security arises. The trend in US law
adopts a relatively sophisticated approach to corporate
information sccurity obligations and recognizes that
legal compliance with security obligations requires a
“process” applied to the unique facts of cach case.
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Security Measures

Thus, rather than telling companies what specific se-
curity measures they must implement, developing law
requires companies to engage in an ongoing and repet-
itive process that is designed to assess risks, identify and
implement appropriate security measures responsive to
those risks, verify that they are effectively implemented,
and ensure that they are continually updated in re-
sponse to new developments. In most cases, it does not
require use of any specific security measures, instead
leaving the decision up to the company.

Key to the new legal standard is a requirement that
security be responsive to a company’s fact-specific risk
assessment. In other words, merely implementing seem-
ingly strong security measures is not sufficient. They
must be responsive to the particular threats a business
faces and must address its vulnerabilities. Posting armed
guards around a building, for example, sounds impres-
sive as a security measure, but if the primary threat that
the company faces is unauthorized remote access to its
data via the Internet, that particular security measure is
of little value. Likewise, firewalls and intrusion detection
software are often effective ways to stop hackers, but if
a company’s major vulnerability is careless (or mali-
cious) employees who inadvertently (or intentionally)
disclose passwords, then even those sophisticated secu-
rity measures, while important, will not adequately ad-
dress the problem.

“Comprehensive Information
Security Program”

As a consequence, newer US statutory and regulato-
ry requirements (and government enforcement actions)
are beginning to require the development of what is
often referred to as a “comprehensive information se-
curity program.” Rather than require implementation
of specific security measures, they take a process-ori-
ented approach, requiring each entity to do a risk as-
sessment and then develop and implement a security
plan appropriate to its specific business and the specific
threats it faces. Thereafter, continual monitoring, review,
reassessment, and revision of the plan are also required.

The essence of the comprehensive process-oriented
approach to security compliance is implementation of a
program that requires companies to:

¢ Conduct periodic risk assessments to identify the spe-
cific threats and vulnerabilities the company faces;

* Develop and implement a security program to man-
age and control the risks identified;

* Monitor and test the program to ensure that it is effective;

* Continually review and adjust the program in light of
ongoing changes;

* Obtain regular independent audits and reporting;

* Opversee third-party service provider arrangements;
and

* Make upper management (c.¢., the CEO and board of
directors) responsible for the security program.

A key aspect of this process is recognition that it is
never completed. It is ongoing and continually re-
viewed, revised, and updated.

This comprehensive and process-oriented approach
to corporate security compliance was first set forth in a
series of GLBA security Guidelines Establishing Standards

for Safeguarding  Consumer Information issued by the

Federal Reserve, the OCC, FDIC, and the Office of
Thrift Supervision, on February 1, 20019 and later
adopted by the FTC in its GLBA Safeguards Rule on
May 23, 2002.10 The same approach was also incorpo-
rated in the Federal Information Security Management
Act of 2002 (FISMA)!!' and in the HIPAA Security
Standards issued by the Department of Health and
Human Services on February 20. 2003.12

The FTC has also adopted the view that this ap-
proach to information security sets forth a general best-
practice approach to legal security compliance and has,
in effect, implemented this approach in all of its deci-
sions and consent decrees relating to alleged failures to
provide appropriate information security.!3 The
National Association of Insurance Commissioners has
also recommended the same approach, and to date, sev-
eral state insurance regulators have adopted it.14 Several
state Attorneys General have also adopted this approach
in their actions against perceived offenders. !5

The Security Process

Although this remains an unsettled area, the bottom
line is that developing law seems to be recognizing
what security consultants have been saying for some
time: “security is a process, not a product.”’16
Consequently, legal compliance with security obliga-
tions involves a “process” applied to the facts of cach
case in order to achieve an objective (i.e., to identify
and implement the security measures appropriate for
that situation) rather than the implementation of stan-
dard specific security measures in all cases. Thus, there
will likely be no hard-and-fast rules. Instead, the legal
obligation regarding security seems to focus on what is
reasonable under the circumstances to achieve the de-
sired security objectives. Consequently, the legal trend
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focuses on requiring businesses to develop comprehen-
sive information sccurity programs but leaves the details
to the facts and circumstances of each case.

Duty to Disclose Security Breaches

Finally, we are also witnessing a serics of new and
proposed laws and regulations focused not on imposing
an obligation to implement security measures but rather
on imposing an obligation to disclose sccurity breaches.
These are also beginning to have a significant impact.

Designed in many cases as a way to help protect per-
sons who might be adversely affected by a security
breach, this approach secks to impose on conipanics an
obligation similar to the common law duty to warn of
dangers. Such a duty is often based on the view that a
party who has a superior knowledge of a danger of in-
jury or damage to another that is posed by a specific
hazard must warn those who lack such knowledge.

The most widely publicized law requiring disclosure
of security breaches is the California Security Breach
Information Act (S.13. 1386), which became effective on
July 1, 2003.17 That law requires all companies doing
business in California to disclose any breach of security
that results in an unauthorized person’s acquiring cer-
tain types of personally identifiable information about a
California resident. Disclosure must be made to all per-
sons whose personal information was compromised and
anyone who is injured by a company’s failure to do so
can sue to recover damages. But notwithstanding all the
publicity it has reccived, S.B. 1386 appcars to be just
one of a growing list of security disclosure requirements
imposed on companies.

IRS regulations also imposc a disclosure requirement
on taxpayers whose electronic records were the subject
of a sccurity breach. In a Revenue Procedure that sets
forth its basic rules for maintaining tax-related records
in electronic form, the IRS requires taxpayers to
“promptly notify” the IRS District Director if any elec-
tronic records “are lost, stolen, destroyed, damaged, or
otherwise no longer capable of being processed .. ., or
are found to be incomplete or materially inaccurate”!#
Likewise, the OCC requires banks to report cases
where they are the victim of a phishing attack.

Perhaps the most expansive cybersecurity disclosure
requirements to date appear in proposed rules released
for comment last year by several federal financial regu-
latory agencies.20 These proposed regulations require fi-
nancial institutions to develop a response program to
protect against and address breaches of the sccurity of
customer information maintained by the financial insti-
tution or its service provider. Such program must in-
clude procedures for notifying customers, as well as
regulatory and law enforcement agencies, about inci-
dents of unauthorized access to customer information

that could result in substantial harm or inconvenicnce
to the customer. The rules would also require the fi-
nancial institution to offer assistance to customers
whose information was the subject of the incident (e.g.,
inform customers of their rights, recommend actions
that they should take, assist them in the process, ctc.).

Conclusion

Taken as a group, these cxisting and proposed rules
scem to suggest a possible new direction for the law on
corporate information sccurity obligations, one that
does not necessarily require a company to protect itself
as much as to warn those who might be adversely 1im-
pacted by a failure of| or lack of, its security. Implicit in
such an approach is recognition of the wide-ranging
impact of a company’s clectronic activities and the fact
that corporate sccurity vulnerabilitics can have a signif-
icant adverse impact on others outside of the company.

In all cases, however, what we are seeing 1s an in-
creasing recognition that information sccurity is criti-
cal, and that addressing it is a legal obligation.
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